




















Review Jobs
The Review Jobs page is available from the HP SIM menu bar via Tools→Software
Assistant→Review Jobs.... From here you can check the completeness of your jobs, view the
multisystem summary report, and view the comprehensive analysis report for a single system.
Select the Job ID to see the multisystem summary report, and then the individual system name
to access the comprehensive report. See “The Multisystem Summary Report” (page 40) for more
information.
When you select a job to view its results or its comprehensive report, a new page opens. You can
close the browser window when you are done reviewing the job results and return to the Review
Jobs page.

Get Catalog
The Get Catalog page is available from the HP SIM menu bar via Tools→Software
Assistant→Get Catalog....This option forces a download of the HP-supplied catalog file with
known problems and fixes from the HP ITRC. Use the Parameters: [options] text box to enter
proxy information as described in the Advanced Options section of “Setting Report Options for
SWA in HP SIM” (page 35).
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After the download catalog task is complete, a Task Results page is displayed, as described in
“View Task Results” (page 42).

Monitoring and Maintaining your SWA Tasks

View Task Results
Software Assistant tasks will appear with other HP SIM tasks on the Tasks Results page. View
this page from the Tasks & Logs→View Task Results... HP SIM menu bar.
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You will be able to identify the task by the Launching Task name you gave it when it was
scheduled, as shown in “Running Your SWA Job in HP SIM” (page 38). Select a task's radio
button to see the Task Results page. Clicking a task again will take you to the View All Scheduled
Tasks page, as described in “View All Scheduled Tasks” (page 44) .
From the Task Results page you can see general results, including whether the task completed
without errors, and the information sent to standard error and standard output regarding the
execution of this task.
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View All Scheduled Tasks
If you scheduled your SWA task, it will appear with other scheduled HP SIM tasks on the All
Scheduled Tasks page. View this page via Tasks & Logs→View All Scheduled Tasks... on the
HP SIM menu bar.
SWA tasks will be identifiable by the name you have given the task and the Tool name SWA
Scheduled Task.

Selecting the SWA task you scheduled will allow a number of options:
• Run Now – Regardless of the scheduling, run this task immediately.
• Disable –Keep this task and its scheduling information, but do not run the task. This selection

is only available for enabled tasks.
• Enable –Allow this task to run as determined by its schedule. This selection is only available

for disabled tasks.
• Edit – Selecting Edit will take you to the SWA Scheduled Task page as shown below. On

this page you can change the target systems. After your target systems are set, select Next
> and then Schedule to change the scheduling information for this task as described in
“Running Your SWA Job in HP SIM” (page 38).

• Delete –Removes the scheduled task completely. If you are not sure you want to permanently
delete a task, you can instead Disable it until you are sure.
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A Useful Files and Directories
Many of the following files have characteristics that may be modified by extended options,
including the location and name. For more information, see swa-report(1M), swa-get(1M),
swa-step(1M), and swa-clean(1M).

Table A-1 SWA Useful Files and Directories

PurposeLocation

The per-user SWA configuration file. This file takes
precedence over the system-wide SWA configuration file.

$HOME/.swa.conf

An HP-supplied catalog file from the ITRC website that
contains known security issues and other defects along
with their solutions. This file is downloaded with the
command swa report or swa step catalog.

$HOME/.swa/cache/swa_catalog.xml

The analysis of the inventory file and the catalog file
created with swa report or swa step analyze.

$HOME/.swa/cache/swa_analysis.xml

The inventory of installed software created by swa
inventory or swa step inventory.

$HOME/.swa/cache/swa_inventory_n.xml

Use this file to specify issues for analyzers to ignore. It is
possible to use more than one ignore file by using the
extended option ignore_file.

$HOME/.swa/ignore

The comprehensive report written by swa report and
swa step report.

$HOME/.swa/report/swa_report.html

Default alternative log file if you don't have permissions
to write to /var/opt/swa/swa.log.

$HOME/.swa/swa.log

The system-wide SWA configuration file./etc/opt/swa/swa.conf

An example configuration file outlining the usage of each
extended option.

/etc/opt/swa/swa.conf.template

Script to configure HP SIM 5.2 and later for SWA. Only
required if SWA is installed when HP SIM is installed but
not running. HP SIM must be running when
configHPSIM is run.

/opt/swa/lbin/configHPSIM

Manpages./opt/swa/share/man

The default directory for downloading software before it
is packaged in a depot. This directory can be set with the
extended option swcache. Note that this directory can
consume a significant amount of disk space.

/var/opt/swa/cache

Directory that holds all clients' files generated from SWA
within HP SIM. Files are kept in user and job-specific
subdirectories. This directory might require significant
space to support clients' analysis, catalog, inventory, and
report files.

/var/opt/swa/HPSIM

User-specific directory used by SWA when running under
HP SIM.

/var/opt/swa/HPSIM/user

Default log file./var/opt/swa/swa.log

Lists all files downloaded from HP to the swcache. It is
located in the swcache directory.

download.contents

Lists special installation instructions and dependencies
for the patches in the depot. It is located in the depot
directory.

readBeforeInstall.txt
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B Troubleshooting SWA
Useful files for troubleshooting are the swa.log file and the swa.conf file. Make sure these
files are available if you are placing a support call to HP regarding HP-UX SWA.

The swa.log file.
The SWA log file details each SWA session. Its default location for root users is /var/opt/swa/
swa.log. If you do not have permissions to write to the default file, the log file is written to
$HOME/.swa/swa.log.
Each action in the log file can be verified by looking in the swcache, the usercache, or the reports
generated by SWA.

The swa.conf file.
The SWA configuration file is useful for showing the extended options settings used in your
SWA session. The system-wide configuration file is located in /etc/opt/swa. You may also
find .swa.conf files for local users in their $HOME directories. Extended options given on the
command line override settings in SWA configuration files. For more information, see the
Extended Options area of the manpages swa-clean(1M), swa-get(1M), swa-report(1M), and
swa-step(1M).

Common Errors

CRL checking error when getting catalog
Because of some changes in catalog acquisition, you might see an error like this:
* Getting Catalog of Recommended Actions and Software
Certificate issued to VeriSign Class 3 Secure Server CA was not signed
by the same certificate as the certificate revocation list (CRL)
"http://crl.verisign.com/RSASecureServer.crl", specified by the
"crl_url" extended option. It may be necessary to disable the CRL
checking with the "crl_check" option.

This problem has been fixed in version C.02.11. HP recommends upgrading to SWA version
C.02.11 to avoid this error. Download SWA from the HP-UX Software Assistant web page at
https://www.hp.com/go/swa. You can also avoid this error by setting the crl_check option to
false.

Failed to read swa_catalog.xml
Occasionally the catalog file is unavailable from http://itrc.hp.com. If this is the case, you might
see an error like this:
* Gathering Inventory
* Using existing inventory for host "gold"
* Getting Catalog of Recommended Actions and Software
ERROR:   Failed to read: https://ftp.itrc.hp.com/wpsl/bin/doc.pl
/screen=wpslDownloadPatch/swa_catalog.xml.gz?PatchName=/export
/patches/swa_catalog.xml.gz Message: URL cannot be opened.  Read timed out
Gathering Inventory failed with 1 error.

Proxy errors
A proxy server is sometimes required. If this is the case, and proxy settings are absent or incorrect,
you might see an error like this:
* Loading CRL from http://crl.verisign.com/RSASecureServer.crl
ERROR: Unexpected error while downloading CRL from
http://crl.verisign.com/RSASecureServer.crl" specified by extended
option "crl_url". It may be necessary to specify a proxy.
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Alternatively, you may choose to disable CRL checking. Error was
"Connection refused (errno:239)".

SWA supports only basic HTTP authentication. Authentication using other means, such as NTLM,
is not supported. You might see authentication errors like the following when attempting to
authenticate via an ISA server using NTLM:
WARNING: Can't download from
            <http://crl.verisign.com/RSASecureServer.crl>
         Error status is: 407 Proxy Authentication Required ( The ISA
Server requires authorization to fulfill the request. Access to the Web
Proxy filter is denied. ).
         The network may be down, or you may be behind a firewall, or
you might not have the correct permissions. The value of $http_proxy is
"<http://proxy-svr.place.hp.com:8088>".   If you are behind a firewall
be sure that this is correct.

You can specify a proxy server with the swa report extended option proxy. For more
information, see swa-report(1M). If you do not have a standard proxy, you can specify an arbitrary
command for downloading files. See the extended option download_cmd.

HP SIM Errors Related to SWA

SWA Installation Error
NOTE: Cannot configure HP SIM. Add SWA to HP SIM by running mxinitconfig
(1M) or /opt/swa/lbin/configHPSIM

This note means HP SIM has not been configured to run SWA. See “Installing SWA to Use Within
HP SIM” (page 12) for information on installing SWA for use within HP SIM, and the use of the
mxinitconfig and configHPSIM commands.

Performance Issues
HP SIM 5.2 logs SWA inventory data within SIM memory. SIM can encounter performance issues
and ultimately hang when the amount of logged data exceeds the amount of memory configured
for the Java Virtual Machine. To work around this issue, select Tasks & Logs→View Task
Results... from the HP SIM toolbar and delete all SWA Inventory tasks.
If SIM appears to hang when you select Tasks & Logs→View Task Results..., it is possible to
allocate additional memory to Java using the following procedure:
1. Stop the SIM server.

# /sbin/init.d/hpsim stop

2. Edit /etc/opt/mx/config/globalsettings.props to include the following:
JVMMAXHEAP=1000
JVMMINHEAP=48
JVMNEWSPACE=32

3. Restart the SIM server.
# /sbin/init.d/hpsim start

Once SIM has been restarted, the Task Results page should be accessible.
If the value of JVMMAXHEAP is not large enough, /var/opt/mx/logs/mxdomainmgr.0.log
will contain a message similar to
15:41:33,147 ERROR [STDERR] java.lang.OutOfMemoryError: Java heap space

If this is seen, further increase the value of JVMMAXHEAP and restart the server.
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Glossary
A glossary term appears in boldface when used for the first time in the text of this
manual. Italicized terms in the following glossary refer to other terms in the glossary.

A

analysis A comparison of the inventory and the catalog to determine the recommended actions and
applicable patches for installation.

analyzer An option of the swa report and swa step analyze commands used to specify the type
of analyses to run. Available analyzers are: CRIT, PCW, PW, QPK, SEC, CHAIN, and PATCH. If no
analyzers are specified, the QPK, SEC, and PCS analyses are performed.

B

bulletin See security bulletin.
bundle
equivalency

The state of a system where all patches in a bundle that are capable of being installed are present
or superseded by newer components.

C-D

cache Inventory, catalog, analysis, and downloaded software stored by SWA on the target system.
catalog A list of known problems with HP-UX software and their fixes, located at the HP IT Resource

Center (ITRC).
command line
interface (CLI)

Text formatted commands and options entered at an HP-UX command line prompt or executed
by a script.

E-H

extended option Customizations for a major mode. They can be specified on the command line, in an option
file, or in a configuration file.

I-L

inventory A list of all the software installed on a system.
IT Resource
Center (ITRC)

A URL location, http://itrc.hp.com, with access to comprehensive HP software, hardware, and
network support information and tools.

M-O

major mode A style of CLI of the format command <major mode>. SWA has the following major modes:
report, get, clean, and step.

MD5 Message Digest-5. Authentication algorithm developed by RSA. MD5 generates a 128-bit
message digest using a 128-bit key. IPSec truncates the message digest to 96 bits.

P

patch Software designed to update specific bundles, products, subproducts, filesets, or files on a
system.

PatchAssessment
Tool

Guided patch analysis and selection software available on the IT Resource Center (ITRC) website
that ensures your systems meet the HP recommended patch configuration. HP-UX Software
Assistant has all the capabilities of the ITRC Patch Assessment Tool and more.

patch chain See supersession chain.
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Q

Quality Pack
(QPK)

A bundle of HP-UX defect-fix patches for proactive patching. QPK bundles are targeted for a
particular version of HP-UX. The patches are tested as thoroughly as an operating system
release.

R

report A summary of actions to take based on the analysis.

S-T

security bulletin The mechanism used by Hewlett-Packard to announce the presence of potential security issues
and lists actions recommended to resolve the issue.

Security Patch
Check (SPC)

An HP-UX command that analyzes the security bulletin compliance of a system. Most of the
functionality of SPC is superseded by HP-UX Software Assistant. Full support of SPC will end
on 11/01/08.

Software
Assistant (SWA)

A command line interface tool that consolidates and simplifies patch management and security
bulletinmanagement on HP-UX systems. The SWA tool is new for HP-UX releases as of January
2007, supersedes Security Patch Check (SPC), and is the HP-recommended utility to use to
maintain currency with HP-published security bulletins for HP-UX software.

step One discrete action of the swa report or swa get command. SWA steps are initiated with
theswa step command. Valid steps are:inventory,catalog,analyze,report,download,
and depot.

supersession
chain

A series of patches for a software product, beginning with the nonpatched software product
and progressing from the oldest patch to the newest patch. Newer patches completely replace
the older ones. In general, patch numbers increase along a patch supersession chain.

swcache Files containing the software downloaded from the HP ITRC during the swa get or the swa
step download command. These files are stored in the swcache directory.

U-Z

usercache Files created by swa report, such as the inventories of the systems or depots, the catalog,
and the analysis file. These files are stored in the cache subdirectory.
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Action report

explained, 22
overview, 19

analyze
depot, 7
overview, 7

analyze step, 8
analyzers, 19

(see also automatic analyzers (AUTO))
(see also CHAIN analyzer)
(see also CRIT analyzer)
(see also PATCH analyzer)
(see also PCW analyzer)
(see also PW analyzer)
(see also QPK analyzer)
(see also SEC analyzer)
default, 19
overview, 19
setting in HP SIM, 35
specifying, 16

assessment profile
explained, 21
overview, 15

automatic analyzers (AUTO)
in the Issue report, 25
overview, 21

B
bundle equivalency, 22

C
catalog

and analysis, 19
and the assessment profile, 21
downloading, 7, 15
failed to read error, 47
location, 45
out-of-date, 25

catalog step, 8
CHAIN analyzer

in the assessment profile, 21
in the Issue report, 25
overview, 19

clean major mode, 9
commands

configHPSIM, 12, 48
help, 9
mxinitconfig, 12, 48
overview, 7
swa clean, 9
swa get, 8
swa report, 8
swa step, 8

configHPSIM, 12

in error message, 48
configuration file, 9
CRIT analyzer

in the Issue report, 25
overview, 19

CRL
disabling crl_check in HP SIM, 38
error downloading, 47
error getting catalog, 47

D
dependent applications, 11
depot

analyzing, 7
and the Action report, 22
creating, 16
installing, 17

depot step, 8
Detail report

explained, 26
overview, 19

documentation, 5
editions, 6
release notes, 7

download patches
overview, 7

download step, 8

E
errors, common, 47
extended options, 9

F
files

.swa.conf, 9, 45
analysis, 8, 45
caches, 8, 9, 16
catalog, 7, 8, 15, 45
comprehensive report, 8
configHPSIM, 45
configuration, 9, 45
download contents, 45
downloading, 15, 16
example configuration, 45
HPSIM configuration, 45
HPSIM directory, 45
HPSIM root directory, 45
ignore, 17, 26, 45
inventory, 8, 45
list of useful files, 45
log, 45
manpages directory, 45
options, 9
readBeforeInstall.txt, 17, 45
report, 19, 45
swa.conf, 9, 47
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swa.conf.template, 9
swa.log, 47
swa_analysis.xml, 8
swa_catalog.xml, 8, 47
swa_report.html, 8
swcache, 45

G
get major mode, 8
glossary, 49

H
help, 9
HP SIM

client directory, 45
configHPSIM command, 12
demo: selecting systems, 34
errors related to SWA, 48
how to run jobs, 32
installing SWA, 12
managing tasks, 42
menu options, 31
mxinitconfig command, 12
performance issues, 48
reviewing past jobs, 41
root directory, 45
scheduling jobs, 31, 38
setting analyzers, 35
setting options, 35

HP-UX Software Assistant (see SWA)
HTML report

explained, 20
overview, 19

I
ignore file

adding actions, 17
issue id, 26

installing SWA, 11
for HP SIM, 12

inventory file
and analysis, 19
and the assessment profile, 21
forcing an update, 17
location, 45

inventory step, 8
issue ID, 26
Issue report

explained, 23
overview, 19

J
Java requirements, 11

L
log file

alternative, 45
default, 45

M
major modes, 8

clean, 9
get, 8
report, 8
step, 8

manpages, 5
directory, 45

manual actions
in the Action report, 22
in the ignore file, 17
overview, 16

MD5, 7, 17
media, 11
menu options in HP SIM, 31
mxinitconfig, 12

in error message, 48

O
options file, 9
overview, 7

P
PATCH analyzer

in the assessment profile, 21
in the Issue report, 25
overview, 19

PCW analyzer
overview, 19

publication history, 6
PW analyzer

in the Issue report, 25
overview, 19

Q
QPK analyzer

in the Issue report, 23
overview, 19

QPK bundles
in the Action report, 22
with warnings, 23

R
readBeforeInstall.txt file, 17, 45
references, 5
report major mode, 8
report step, 8
reports

Action, 22
Detail, 26
detailed overview, 19
HTML, 20
Issue, 23
overview, 7

requirements, 11
reviewing past jobs, 41

S
scheduling jobs, 31, 38
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SEC analyzer
in the Issue report, 24
overview, 19

software, 11
step major mode, 8
steps

analyze, 8
catalog, 8
depot, 8
download, 8
inventory, 8
report, 8
using the step major mode, 8

SWA
command structure, 7
installing, 11
latest version, 7
major modes, 8
media, 11
overview, 7
software, 11
troubleshooting, 47
uninstalling, 13

swcache
default directory, 45
downloading software, 16
freeing disk space, 9
write access, 8

T
typographic conventions, 5

U
uninstalling SWA, 13
usercache

freeing disk space, 9

W
websites

HP IT Resource Center, 6
SWA web page, 12
technical documentation, 6
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